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Abstract — This paper presents a comprehensive analysis of symmetric and asymmetric encryption algorithms and their
application in embedded systems based on the Arduino platform. The rapid growth of Internet of Things (1oT)
technologies and resource-constrained devices has increased the demand for efficient cryptographic solutions capable of
ensuring data confidentiality, integrity, and authenticity while operating under limited computational and memory
resources. In this context, selecting an appropriate encryption algorithm is a critical factor in developing secure embedded
applications. The study examines the theoretical principles of symmetric and asymmetric cryptography, highlighting their
operational mechanisms, key management approaches, advantages, and limitations. Particular attention is given to widely
used algorithms and cryptographic libraries available for the Arduino platform. Their implementation features,
computational complexity, memory consumption, execution speed, and suitability for low-power microcontrollers are
analyzed. The paper also discusses the practical aspects of integrating cryptographic functions into embedded applications
designed for secure communication and data protection. The analysis demonstrates that symmetric encryption algorithms
provide high processing speed and low resource consumption, making them suitable for real-time applications on
microcontrollers, whereas asymmetric algorithms offer enhanced key distribution and authentication capabilities despite
their higher computational requirements. The obtained results indicate that the effectiveness of cryptographic protection
depends on balancing the required security level with the hardware limitations of embedded devices. The study concludes
with practical recommendations for selecting encryption algorithms and cryptographic libraries for Arduino-based
systems, contributing to the development of reliable and secure loT applications and embedded information security
solutions.

Keywords — encryption, cryptography, symmetric algorithms, asymmetric algorithms, data protection, Arduino,
microcontroller, devices with limited resources, programming, cryptographic libraries, security protocols, information
security, implementation of encryption algorithms, data authentication, hash functions.
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Anoamna — YXympicta Arduino maTopmackiHa HETi3A€IreH SHAIPUITeH KyHienepae KOINIaHbUTATEIH CUMMETPHSITBIK
KOHE AaCHUMMETPUSUIBIK mmdpiay airopurMiepine kemenai Tannmay okyprisunmi. 3arrap wunTepHeri (IoT)
TEXHOJIOTUSUIAPBIHBIH JKOHE ECeNTey pPeCcypcTapbl INEKTeYJi KYPBUIFBUIAPIBIH KapKBIHABL JaMYbl JepeKTepIiH
KYIVSUTBUIBIFBIH, TYTACTBIFBIH JKOHE TYIHYCKAIBIFBIH KAMTaMachl3 €TETIH THIMII KPUNTOTPAQUSIBIK Kypalaapabl
KOJIJaHy KaKCTTINIriH apTTeipAbl. OChIFaH OaiIaHBICTHI KOpFaliFaH SHAIPUINeH KOCHIMIIAIAPIBI 93ipiey OapbhIChIHIA
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mudpIay alropuTMiH AYPBIC TaHAAY MaHBI3IBI MiHAETTEpAIH Oipi O0IBIT TaOBLIAABI. 3epTTEYAe CHMMETPHSIIBIK KOHE
ACHMMETPHSUIBIK KPHUIITOTPAaHAHBIH TEOPHSIIBIK Heri3liepi KapacTBIPBUIBIN, OJNAPABIH JKYMBIC iCT€y Karuaajiaphl,
KpUNTOTpausIbIK KinTTepAi Oackapy epeKIIeTiKTepi, apTHIKIIBUIBIKTAPEI MEH IIeKTeyiepi cumartangbl. Arduino
mwraTopMachiHIa KCHiHEH KOJNAHBUIATBIH KPHUITOTPaQUsUIBIK aJTOPUTMICP MEH KiTalmxXaHaJlapIblH iCKE acBIPBLTY
epeKIIeNTiKTepine epeknie Hazap aymapbuigsl. OmapIplH ecenTey KYpACIUIri, KaaTel MmainanaHy ICHIeHi, OpBIHAAY
KBIIAMIBIFBI XKOHE aIlllapaTThIK PecypcTaphl MEKTeY i MUKPOKOHTPOJUIepIiepie KOJIaHyFa skapaMAbIIbIFbI TaJllaH bl
CoHbIMEH KaTap, KpunrorpadusuiblK QyHKIusuIapapl Kayirci3 JAepekTepai 0epy KoHe cakTay JKyHelepiHe eHrizyniH
NPaKTHKAJBIK AaCHEKTiAepl KapacThIpbUIABL. 3€pTTEY HOTHIKENepl CHMMETPUSUIBIK —aJITOPUTMICPHAIH KOFaphl
KBUIAAM/IBIKIIEH KYMBIC ICTEHTIHIH KOHE eCelTey PecypCTapblH a3 Ka)KeT €TeTiHIH KOpPCETTi, COHJIBIKTaH 0Jap HAaKThI
YaKbIT PeXXUMIHIETI MUKPOKOHTPOJUIEPIIIK JKYHeIep YIIiH THiMII 00JbIn TaObIagsl. A7l aCHMMETPHSIIBIK aJlrOPUTMIED
ayTeHTU(UKaIUsIay MEH KpUnTorpadusiblK KUITTepIi Kayinci3 TapaTy MYMKIHAIKTepiH KeHeireni, Oipak ecentey
pecypcrapbIH KeOipek Tanan eteai. AnbIHFaH HoTHxenep Arduino miardopmackinaa KOpFajiFaH KOCBIMIIAIap bl a3ipiiey
Ke3iHIe THIMIi KpunTorpadusuIbK alTOPUTMAEP MEH KiTalrxaHalapabl TaHAayFa Heri3 Oonaabl skoHe 3aTTap MHTEPHETI
KYPBUIFBUIAPBIHBIH aKIMapaTTHIK Kayilci3AiriH apTTEIpyFa MYMKIHIIK Oepei.

Tyiiin ce30ep — xpunrorpadus, CUMMETPUSIIBIK aITOPUTMACDP, aCHMMETPHSIBIK AITOPUTMICP, ACPEKTepHi Kopray,
Arduino, MHUKPOKOHTPOJUIEP, PECypChHl WIEKTEYN KYpBUIFBUIap, OaFmapiamanay, KpUNTOTPaHIBIK KiTalmxaHaiap,
Kayilci3miKk MPOTOKONAApHI, aKMapaTTHIK Kayinci3mik, mmdpriay amropuTMAEpiH iCKe acwlpy, IEepeKTep
AYTEHTU(HKAIUACH, X3II-QYHKIHSIAP.
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Annomayun — B paboTe mnpencTaBieH KOMIUICKCHBIN aHalW3 CHUMMETPHUYHBIX W ACHMMETPHYHBIX aJITOPUTMOB
mmpoBaHus, a Takke OCOOSHHOCTEH MX NPUMEHEHHWs] BO BCTpPaMBaeMbIX cucTeMax Ha 0ase miardopmbl Arduino.
CrpemutensHoe pasButne TexHonoruit Muateprera Bemeit (IoT) u ycTpoilcTB ¢ OrpaHMYCHHBIMU BBEIYUCIUTEILHBIMHU
pecypcamu  0OyCIIOBHJIO  HEOOXOIMMOCTb  HCIIOJIL30BaHMA  A(P(QEKTHBHBIX  KpUNTOrpauuecKkux  CpeicTs,
obecrieunBarONIMX KOH()HUAESHIMAIEHOCTD, EJIOCTHOCTh M IOJUITMHHOCTD Iepe/laBaeMbIX IaHHBIX TP MHHUMAIbHBIX
3aTpaTax BEYUCIUTEIBHBIX PECYPCOB. B CBS3M ¢ 3TUM BBIOOP ONTHMAJIFHOTO aITOPUTMA IHU(QPOBAHUS SBISETCS OTHUM
13 KJIIOYEBBIX (PakTOpOB MpH pa3pabOTKe 3aIMINCHHBIX BCTPOEHHBIX NPHIIOKEHWH. B mcciienoBaHuM paccMOTpeHB
TEOpPETHYECKHE OCHOBBI CHMMETPHYHOW M aCHMMETPHYHON KpHNTOTpadMH, PACKPHITHI NPHUHIMIBI HX paboTEI,
O0COOEHHOCTH YINpPAaBJICHUsI KPHUITOrpaduuecKUMU KIIOYaMH, NpeuMyliecTBa M orpaHuueHus. Ocoboe BHUMaHUE
yIeneHo Haubojiee pacHpOCTPaHEHHBIM aIrOPUTMaM K KpUNTOrpadUuecCKUM OHONMMOTEKaM, pPEalU30BAHHBIM IS
wiatgopmbl  Arduino. BbInonHeH aHain3 MX BBIYMCIUTENBHOM CIIOKHOCTH, MOTpPeOJIEHHs MamsTH, CKOPOCTH
BBITTOJIHEHHSI ONepaIiii ¥ IPUTOJHOCTH JUIS UCIIOJIB30BAHUS HA MUKPOKOHTPOJIEPaX ¢ OTPAaHUYEHHBIMH allapaTHBIMU
pecypcamu. Takxke pacCMOTpPEHBI NPAKTUYECKUE ACMEKThl MHTErpalyu KpUnrorpapuyeckux (QyHKIUH B CHCTEMBI
0e30macHON Tepenadyd M XpaHEHHS JaHHBIX. Pe3ynbTaThl MCCIEIOBAaHUS MOKA3alH, YTO CHMMETPHYHBIE aJTOPUTMEI
o0ecrieunBaOT BBICOKYIO CKOPOCTh IIM(pOBaHMS M HU3KOE MNOTPEOJEHHE pecypcoB, YTO JieJlaeT MX Hamboiee
3G PEKTUBHBIMHU JUTS PAOOTHI B peXKUME PEATLHOTO BPEMEHN. ACHMMETPHYHBIE aJITOPUTMBI 00JIaIat0T OoJiee MUPOKUMHU
BO3MOXKHOCTSIMH ayTEHTH(HUKAIWU U 0E30I1acHOTO paclipeAeeHus KIoUuel, 0JJHaKo TpeOYIOT 3HAUNTEIbHO OONBIINX
BBIYHCIIUTENBHBIX 3aTpaT. [loydeHHbIe pe3yabTaThl HO3BOJISIOT 000CHOBATH BEIOOP KPUNTOTpahUUECKUX allTOPUTMOB
O6nbIMoTEK NpHU pa3paboTKe 3aUIIEHHBIX PUIOKEHUH Ha tuiaTgopme Arduino u CriocoOCTBYIOT MOBBIMIEHUIO YPOBHS
nHGOPMaMOHHON 6e30macHOCTH ycTpoiicTB MHTepHeTa Betei.

Kniwouesvie cnoea — mmdpoBanue, Kpunrorpadus, CHMMETPHYHBIE AITOPUTMBI, aCHMMETPHYHBIE AJITOPUTMBI, 3aITATa
MaHHBIX, Arduino, MHKPOKOHTPOJIEp, YCTPOWCTBA C OrpaHHYEHHBIMH pecypcamy, IIporpamMupoBaHue,
kpunrorpadguueckue OMOTMOTEKH, NPOTOKOJIBI Oe3omacHocTH, MHpopManmoHHas 0e30MacHOCTh, peaTnu3aIus
ITOPUTMOB IMIH(PPOBAHNS, AyTCHTUDHUKAINSA JAHHBIX, XeII-(QYHKIHH.
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MAIN PROVISION

The implementation of modern cryptographic
algorithms on Arduino-based embedded systems
provides an effective approach to protecting
transmitted and stored data while maintaining low
hardware and energy requirements.

The integration of symmetric encryption
methods, secure key management, and authentication
mechanisms significantly enhances the cybersecurity
of Internet of Things (1oT) devices based on Arduino
platforms.

The use of lightweight cryptographic solutions
enables the development of secure embedded systems
suitable for real-time applications and resource-
constrained environments.

INTRODUCTION

Every person has heard of data encryption,
because it is used everywhere in our digital age.
When visiting websites on the internet, traffic is
encrypted using the https protocol, our data is stored
encrypted on servers, not to mention that every person
involved in the field of information security at least
once faced the implementation of one or another
encryption algorithm [1-3].

Most encryption programs run on a specific
operating system installed on a particular computer,
in this regard, no matter how reliable a particular
encryption algorithm is, the original text can be stolen
by an intruder if the computer was infected with a
virus before the data was encrypted. Therefore, it is
imperative to stop a scenario [4,5].

One alternative to encrypting data through a
computer can be data encryption on a separate
microcontroller, which is more difficult to crack and
consumes less power.

One of the difficulties of this project is the
implementation of the idea, since along with the time
spent on development, financial investments will be
required. To purchase the microcontrollers
themselves and additional modules for entering text,
displaying it on the screen, and a module for
transferring it to another microcontroller [6].

Research gap. Although numerous studies have
investigated  cryptographic  algorithms  and
information security, limited attention has been
devoted to their practical implementation on low-cost
Arduino-based embedded platforms. Most existing
research focuses either on theoretical cryptographic
methods or on high-performance computing systems,
while comprehensive evaluations of lightweight
encryption techniques, implementation complexity,
computational performance, and applicability to
resource-constrained loT devices remain insufficient.
Furthermore, comparative analyses of modern

security standards and Arduino-based
implementations are still limited.

Novelty statement. The novelty of this study lies
in the comprehensive analysis of modern
cryptographic methods for Arduino-based embedded
systems  with  emphasis  on lightweight
implementation, secure data transmission, and
practical cybersecurity applications. The study
summarizes recent international security standards
(ISO/IEC, NIST), evaluates the applicability of
modern encryption techniques for resource-
constrained devices, and provides practical
recommendations for improving the security of
Arduino-based 10T systems through efficient
encryption, authentication, and key management
mechanisms.

METODOLOGY

The methodology of this study was aimed at a
comprehensive analysis of the technical capabilities
of implementing encryption algorithms based on
microcontrollers. At first, a review of domestic and
foreign literature, research and open source projects
was carried out regarding the application of
cryptographic algorithms on the Arduino and
ESP8266 platforms. This step allowed a better
understanding of the practical differences between
symmetric and asymmetric encryption approaches,
their computational resource requirements, and the
limitations of microcontrollers.

In the course of the study, the Arduino Uno,
Arduino Mega and ESP8266 microcontrollers were
chosen as the experimental base. The choice was
justified by their wide distribution, available
documentation and a large number of cryptographic
libraries. The processes of text encryption and
decryption were tested using specially prepared
software modules. Indicators such as the execution
time of encryption operations, the level of memory
use, processor load were systematically measured.
The effectiveness of each algorithm was evaluated in
the context of specific hardware constraints, and the
results obtained were analyzed in comparison [7,9].

A qualitative analysis of the security level of
algorithms was also carried out. The cryptographic
stability of each algorithm, key length-dependent
weaknesses, and resistance against hardware attacks
were studied. Separately, it was considered how key
exchange procedures are performed in practice when
exchanging data between devices, since this section
defines the features of the application of symmetric
and asymmetric approaches [9].

The use of these methodological approaches
made it possible to comprehensively assess the
effectiveness of the implementation of encryption
algorithms on microcontrollers and justify the
possibilities of their application in specific projects.
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RESEARCH RESULTS AND DISCUSSION

If you choose a symmetric encryption algorithm,
the encryption keys must be exchanged between the
two devices in advance. And if you choose an
asymmetric encryption algorithm, you do not need to
exchange  encryption  keys in  advance.
Microcontroller algorithm with symmetric encryption
algorithm:

1) two users exchange encryption keys by
placing devices next to each other through a special
module.

2) user a encrypts the message and sends it to
user B.

3) User B decrypts the message.

Microcontroller algorithm  with
encryption algorithm:

1) Users A and B create private and public keys.

2) users exchange public keys over the Internet.

3) user a encrypts the message and sends it to
user B.

4) user b decrypts the message.

The difference with pagers is that pagers are
bought abroad and, as in Lebanon, there is a high
probability that someone will intercept their batch and
install explosive devices on them. If you encrypt
using microcontrollers, then the probability of
deploying an explosive device will be zero.

symmetric

Fig. 1 — Schematic diagram of cipherbox supercoders

Also on the English-language internet, you can
find the implementation of asymmetric encryption
algorithms, such as RSA, in Arduino microcontrollers
(Fig. 2) [6]. A user named Aditya Pandey announced
the implementation of cryptographic protocols
between a personal computer and an Arduino board
on the GitHub platform.

Arduino also has an implementation of the RSA
encryption algorithm and esp8266 microcontrollers
on GitHub, a user of “Murali mahadeva”.

Thus, despite the fact that there are ready-made
implementations of symmetric and asymmetric
encryption algorithms on the Internet, this topic does

To implement data encryption algorithms, you
can use Arduino microcontrollers, which are a
popular tool in the world of electronics.

Arduino is a trademark of hardware and software
tools for the creation and prototyping of systems,
models and experiments in the field of Electronics,
Automation, Process Automation and robotics.

You can use the popular AESLib library to
encrypt information with Arduino microcontrollers
(Fig. 1) [5]. As the name suggests, this library allows
you to encrypt data using the AES symmetric
encryption algorithm. They can be encrypted both for
storage on the device and for sending via the internet
module.

You can also use the ArduinoDES library. It
provides the same functionality as AES, but the DES
encryption algorithm is less secure than AES.
Because AES is an improved version of the Des
encryption algorithm.

A popular example of using the AESL.ib library
in Arduino microcontrollers is the creation of the
cipherbox supercoder by Dmitry Bright, a user of the
habr website. He carried out the encryption, storage
and decryption of the text. As well as the account
system, including authorization and registration to
access the data of new users. In its development, not
only the AES encryption algorithm is used, but also
Blowfish and Serpent.

Fig. 2 — Microcontroller schemes for downloading
firmware

not lose its relevance, since it contains a huge
potential for many developments in the field of
Information Security, which, thanks to technical
progress, can be implemented by anyone [10].

CONCLUSION

The analysis showed that microcontrollers have
significant capabilities in implementing encryption
algorithms. Modern Arduino and ESP8266 platforms
are capable of performing complex cryptographic
techniques such as AES or RSA, which makes them
promising for autonomous security devices, data
protection modules or  network-independent
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messaging systems. Despite the hardware limitations,
the use of correctly selected algorithms and optimized
libraries ensures sufficient encryption performance.
At the same time, the use of microcontrollers not
only increases the security of data, but also reduces
dependence on computer viruses and reduces the
likelihood of attacks. In the future, further
improvements in hardware cryptography and the
emergence of new encryption libraries will make
microcontrollers an integral part of security systems.
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