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Encryption of information using Arduino microcontrollers

This work comprehensively describes the theoretical foundations of symmetric and asymmetric
encryption algorithms, their features, advantages and limitations. The scope of these algorithms in
the field of data protection is also considered and the role in ensuring information security is
analyzed. The paper presents options for the practical implementation of cryptographic libraries
and algorithms widely distributed on the Arduino platform, discusses the principles of their work,
application conditions, and effectiveness on limited device resources. The presented materials will
allow you to evaluate the possibilities of data encryption on microcontrollers, as well as choose the
right algorithm in the development of security-oriented applications.
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Introduction

Every person has heard of data encryption, because it is used everywhere in our digital age. When visiting
websites on the internet, traffic is encrypted using the https protocol, our data is stored encrypted on servers,
not to mention that every person involved in the field of information security at least once faced the
implementation of one or another encryption algorithm.

Most encryption programs run on a specific operating system installed on a particular computer, in this
regard, no matter how reliable a particular encryption algorithm is, the original text can be stolen by an intruder
if the computer was infected with a virus before the data was encrypted. Therefore, it is imperative to stop such
a scenario [2].

One alternative to encrypting data through a computer can be data encryption on a separate
microcontroller, which is more difficult to crack and consumes less power.

One of the difficulties of this project is the implementation of the idea, since along with the time spent on
development, financial investments will be required. To purchase the microcontrollers themselves and
additional modules for entering text, displaying it on the screen, and a module for transferring it to another
microcontroller.

Methodology

The methodology of this study was aimed at a comprehensive analysis of the technical capabilities of
implementing encryption algorithms based on microcontrollers. At first, a review of domestic and foreign
literature, research and open source projects was carried out regarding the application of cryptographic
algorithms on the Arduino and ESP8266 platforms. This step allowed a better understanding of the practical
differences between symmetric and asymmetric encryption approaches, their computational resource
requirements, and the limitations of microcontrollers.

In the course of the study, the Arduino Uno, Arduino Mega and ESP8266 microcontrollers were chosen
as the experimental base. The choice was justified by their wide distribution, available documentation and a
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large number of cryptographic libraries. The processes of text encryption and decryption were tested using
specially prepared software modules. Indicators such as the execution time of encryption operations, the level
of memory use, processor load were systematically measured. The effectiveness of each algorithm was
evaluated in the context of specific hardware constraints, and the results obtained were analyzed in comparison.

A qualitative analysis of the security level of algorithms was also carried out. The cryptographic stability
of each algorithm, key length-dependent weaknesses, and resistance against hardware attacks were studied.
Separately, it was considered how key exchange procedures are performed in practice when exchanging data
between devices, since this section defines the features of the application of symmetric and asymmetric
approaches.

The use of these methodological approaches made it possible to comprehensively assess the effectiveness
of the implementation of encryption algorithms on microcontrollers and justify the possibilities of their
application in specific projects.

Research results.

If you choose a symmetric encryption algorithm, the encryption keys must be exchanged between the two
devices in advance. And if you choose an asymmetric encryption algorithm, you do not need to exchange
encryption keys in advance. Microcontroller algorithm with symmetric encryption algorithm:

1) two users exchange encryption keys by placing devices next to each other through a special module.

2) user a encrypts the message and sends it to user B.

3) User B decrypts the message.

Microcontroller algorithm with symmetric encryption algorithm:

1) Users A and B create private and public keys.

2) users exchange public keys over the Internet.

3) user a encrypts the message and sends it to user B.

4) user b decrypts the message.

The difference with pagers is that pagers are bought abroad and, as in Lebanon, there is a high probability
that someone will intercept their batch and install explosive devices on them. If you encrypt using
microcontrollers, then the probability of deploying an explosive device will be zero.

To implement data encryption algorithms, you can use Arduino microcontrollers, which are a popular
tool in the world of electronics.

Arduino is a trademark of hardware and software tools for the creation and prototyping of systems, models
and experiments in the field of Electronics, Automation, Process Automation and robotics.

You can use the popular AESLib library to encrypt information with Arduino microcontrollers. As the
name suggests, this library allows you to encrypt data using the AES symmetric encryption algorithm. They
can be encrypted both for storage on the device and for sending via the internet module.

You can also use the ArduinoDES library. It provides the same functionality as AES, but the DES
encryption algorithm is less secure than AES. Because AES is an improved version of the Des encryption
algorithm.

A popular example of using the AESLib library in Arduino microcontrollers is the creation of the
cipherbox supercoder by Dmitry Bright, a user of the habr website. He carried out the encryption, storage and
decryption of the text. As well as the account system, including authorization and registration to access the
data of new users. In its development, not only the AES encryption algorithm is used, but also Blowfish and
Serpent.
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Cyper 1. Schematic diagram of cipherbox supercoders.

Also on the English-language internet, you can find the implementation of asymmetric encryption
algorithms, such as RSA, in Arduino microcontrollers. A user named Aditya Pandey announced the
implementation of cryptographic protocols between a personal computer and an Arduino board on the GitHub
platform.

Arduino also has an implementation of the RSA encryption algorithm and esp8266 microcontrollers on
GitHub, a user of "Murali mahadeva". The main difference between the user" Aditya Pandey " from the
implementation is that users do not need a computer to exchange messages, two microcontrollers connected to
the Internet are enough.
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Cyper. 2. Microcontroller schemes for downloading firmware

In addition to these two examples, there are many implementations of AES and RSA on microcontrollers
on the Internet, designed as training tools that cannot be used in real projects, but help novice programmers
understand this topic.

Thus, despite the fact that there are ready-made implementations of symmetric and asymmetric
encryption algorithms on the Internet, this topic does not lose its relevance, since it contains a huge potential
for many developments in the field of Information Security, which, thanks to technical progress, can be
implemented by anyone.

Conclusion

The analysis showed that microcontrollers have significant capabilities in implementing encryption
algorithms. Modern Arduino and ESP8266 platforms are capable of performing complex cryptographic
techniques such as AES or RSA, which makes them promising for autonomous security devices, data
protection modules or network-independent messaging systems. Despite the hardware limitations, the use of
correctly selected algorithms and optimized libraries ensures sufficient encryption performance.

At the same time, the use of microcontrollers not only increases the security of data, but also reduces
dependence on computer viruses and reduces the likelihood of attacks. This approach opens up new
opportunities for the development of the information security industry. In the future, further improvements in
hardware cryptography and the emergence of new encryption libraries will make microcontrollers an integral
part of security systems.
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BaiitmaramberoBa A. X.
Arduino MUKpPOKOHTpOJLIEpJIepi apKbLIbI aKNAPATThI K dpIay

Byt ’KyMBIC CHMMETPHUSUIBIK >KOHE aCHMMETPHUSUIBIK INU(pIay alrOpUTMAEPIHIH TEOPHSIIBIK
HETI3IepiH, ONapIbIH epEeKIIEeNIKTePiH, apTHIKIIBUIBIKTAPEl MEH IIeKTeYJIepiH >KaH-)KaKThl
cunarraiiiel. COHBIMEH KaTap JepeKTep/i KOpFay CallaChIHAaFbl OChI AJITOPUTMICPIIH KOJIIaHBLTY
asIChl KAPaCTHIPBUIBII, aKMAPATTHIK KAYINCI3A1KTI KAMTaMachl3 €TyIer] pelli TanaaHa bl JKyMeicTa
Arduino mratdopMacsiHaa KeH TapaiFaH KpunTorpadusuIbK KiTamxaHajlap MeH anroOpUTMIEPIiH
MPaKTHKAIBIK 1CKE aChIPBUTYy HYCKAJTaphl YCHIHBUIA B, OJap/IbIH KYMBIC MPUHIIUNTEP], KOJITaHY
XKaraimapel JKOHE KYPBUIFBUIAPIBIH HICKTEYJ pecypcTapblHAa THIMALIIT TaJKblIaHAIbI.
¥YCBIHBUIFAH MaTepualap MHUKPOKOHTPOJUIEpIepAe AepeKTepAi mudpray MYMKIHAIKTEpiH
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Oaranayra, COHIaN-aK Kayilci3mgikke OarbITTaaFaH KoJmaHOamap o3ipieyie IYpPhIC alropuTMIIl
TaHIayFa MYMKIHIIK Oepei.

Tytiin ce30ep: mmdpnay, kpunrorpadus, CHAMMETPHSUIBIK alTOPUTMACD, aCHMMETPHSUIBIK
anropuTMIep, JepekTepli Kopray, Arduino, MHKPOKOHTPOJUIEP, PECYPCHI IIEKTEYIIi
KYpbUIFbLIap, OarmapiaManay, KpUnTorpadHsulblK KiTarxaHalap, KayilCi3giK HPOTOKOIAAPHI,
aKnapaTThIK Kayincizaik, mudpiaay aaropuTMIepiH iCKe achIpy, ACpeKTep ayTeHTH(PHUKALUSICHI,
X3I-QyHKIHsIAP.

BaiimaramberoBa A. X.
HIndpoBanue undpopmManuu ¢ IOMOIBLI0O MUKPOKOHTPOL1epoB Arduino

B nanHoit paboTe moapoOHO ONUCaHbI TEOPETUIECKUE OCHOBBI CAMMETPHYHBIX H ACHMMETPUYHBIX
aNrOpUTMOB HIM(POBAHHsS, WX OCOOCHHOCTH, TPEUMYIIECTBA U OrpaHUYCHHs. TaKxke
paccmaTpuBaeTcsi cepa NpPUMEHEHHs JaHHBIX AJTOPUTMOB B OOJACTH 3alIUTHI JAHHBIX H
aHaJIM3WpyeTcss WX poib B obecrmedeHun HHMOpMaUMOHHON Oe3omacHocTH. B pabote
NPEJCTAaBICHbl BapUaHThl IPAKTUYECKON pealn3aliy KpPUNTOrpaduyeckux OHOIMOTEK H
aJITOPUTMOB, PACIPOCTPAHEHHBIX Ha TaTdpopme Arduino, 00CYKIAOTCS MPUHIUIIBI UX PAOOTHI,
BapUaHTbl TMpHUMEHEHUS ¥ OS(QQPEKTUBHOCTH HA OrPAHUYCHHBIX pPECypcax YCTPOWHCTB.
[IpencraBneHHble MaTepuajibl MO3BOJIIFOT OIICHUTh BO3MOXKHOCTH HIM(POBAHMS JAHHBIX B
MHKPOKOHTPOJUIEpAX, a TAK)Ke BbIOPATh MPAaBUIIBHBIA aIrOPUTM MPU pa3pabOTKe MPHIOKEHHUH,
OPHEHTUPOBAHHBIX Ha OE30ITaCHOCTb.

Knmiouesvle cnosa: mmdpoanue, Kpunrorpadus, CAMMETPUYHBIE aTOPUTMbI, ACHMMETPUYHBIC
QITOPUTMBI, 3allUTa JaHHBIX, Arduino, MHUKPOKOHTPOJUIEP, YCTPOWCTBA C OrpaHUYCHHBIMU
pecypcamu, [IporpammupoBanue, kpunrorpagudeckue OUOIMOTEKH, MPOTOKOIIBI 0€30MAaCHOCTH,
HNudopmarmonHas 0€30MacHOCTh, peau3amus ajirOpUTMOB IMH(PPOBAHUS, ayTEHTH(HUKAITUSI
JAHHBIX, XeNI-(QyHKIIAH.
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